
HR Login Assistance 

Internet Explorer Trusted Site Settings 
To configure IE so it will execute properly for HR, “*.colostate.edu” must be entered as a trusted website. If it has not 
been entered, various Java warning and errors messages appear and the HR screen never runs. 

1. From the menu bar, click Tools (Alt-T) > Internet Options > Security tab 

2. In the “Select a zone …” area, click the icon labeled “Trusted sites,” the click the “Sites” button 

3. The “Trusted sites” window shown below then pops up. Enter “*.colostate.edu” under “Add this website to the 

zone” and then click Add 

4. Make sure the “Require server verification …” box is unchecked. 

 

 

Enabling TLS 1.2 

Java 
1. Open Java from the Windows Control Panel 

2. Click the Advanced tab  

3. Scroll down to the Advanced Security Settings section 

4. Check the Use TLS 1.2 box 



 

5. Click OK and close the Java Control Panel 

Internet Explorer 
1. From the menu bar, click Tools (Alt-T) > Internet Options > Advanced tab 

2. Scroll down to Security category, manually check the option box for Use TLS 1.2 



 

3. Click OK 

4. Close your browser and restart Internet Explorer 

Google Chrome 
1. Open Google Chrome 

2. Click Alt F and select Settings 

3. Scroll down and select Show advanced settings... 

4. Scroll down to the Network section and click on Change proxy settings... 

5. Select the Advanced tab 

6. Scroll down to Security category, manually check the option box for Use TLS 1.2 



 

7. Click OK 

8. Close your browser and restart Google Chrome 

Mozilla Firefox 
1. Open Firefox 

2. In the address bar, type about:config and press Enter 

3. In the Search field, enter tls. Find and double-click the entry for security.tls.version.min 

4. Set the integer value to 3 to force protocol of TLS 1.3 



 

5. Click OK 

6. Close your browser and restart Mozilla Firefox 

Opera 
1. Open Opera 

2. Click Ctrl plus F12 

3. Scroll down to the Network section and click on Change proxy settings... 

4. Select the Advanced tab 

5. Scroll down to Security category, manually check the option box for Use TLS 1.2 



 

6. Click OK 

7. Close your browser and restart Opera 

Apple Safari 
There are no options for enabling SSL protocols. If you are using Safari version 7 or greater, TLS 1.2 is automatically 

enabled. 


